Cloud storage, also known as "one-click file hosting," is the easiest method to share files. It enables users to upload any files without providing any information or installing any software. This chapter discusses the development of the cloud storage ecosystem before and after the Megaupload case of 2012. The roles and relationships of the key contributors in the cloud storage ecosystem are highlighted. Also, the manner in which the key contributors generate revenue is discussed and revenue estimates are provided based on Internet traffic data and domain information.
Introduction
Cloud storage is widely used to share files that infringe copyright laws. Downloading files from cloud storage sites does not expose IP address information to parties other than the cloud storage provider. Hence, some cloud storage sites encourage users to upload and share files by paying them rewards [7] . To receive these rewards, cloud storage users upload their files to various public forums and encourage other users to download them. The greater the number of downloads from the shared links, the greater the income earned by the file uploaders. P2P file sharing networks do not have a financial reward component, which is why increasing numbers of users are sharing files using cloud storage.
In January 2012, the Megaupload cloud storage site was shut down by the United States in collaboration with New Zealand and Hong Kong [5] . It was estimated that Megaupload was making millions dollars in profits at the time. The charges against Megaupload included money laundering, racketeering and copyright infringement [13] .
The Megaupload shutdown does not appear to have had a major impact on the cloud storage business. A 2014 report, Good Money Gone Bad, commissioned by the Digital Citizen Alliance [3], details how huge amounts of advertising revenue are earned by cloud storage sites as well as by other service providers (including P2P sites) that facilitate file sharing that involves copyright infringement. Clearly, increasing numbers of businesses -legal, dodgy and illegal -are leveraging cloud storage for their operations. However, it appears that there have been some observable changes in the cloud storage ecosystem after the 2012 Megaupload case. This chapter discusses the cloud storage ecosystem and the recent changes in the ecosystem. It highlights the roles and relationships of the key contributors in the ecosystem. Also, it discusses the manner in which key contributors generate income in the ecosystem and estimates their revenue using Internet traffic data and domain information.
Cloud Storage Ecosystem
Cloud storage or one-click file hosting provided by entities such as MEGA, Rapidshare and Mediafire offer rapid and convenient methods for uploading and sharing files. A user uploads a file to cloud storage and the cloud storage provider generates a uniform resource locator (URL) that contains meta-information about the shared file. The uploader then disseminates the URL to other users who are interested in downloading the file. Compared with earlier file sharing methods, such as FTP and P2P networks, cloud storage services provide tremendous availability, flexibility and anonymity to uploaders [1] . Moreover, file uploaders do not need to stay online in order to share files.
Uploading and Sharing Links. To upload a file, the file owner selects a cloud storage website. The website displays a file upload button to upload files. The user then chooses the file to upload and presses the upload button, upon which the file is submitted to the cloud storage site. The website then generates a unique download URL on the screen for the user to copy and share with others. A user who receives the URL can download the file directly. Some cloud storage sites also provide a URL to the uploader for deleting the file. Depending on the popularity of the file, the download URL and file are deleted after a certain period of time.
Ecosystem Changes. In 2011, Megaupload was ranked first in the top-ten list of file-sharing hosts, eight of them cloud storage sites [14] .
